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Phishing is a form of social engineering in which an attacker attempts to fraudulently acquire
sensitive information from a victim by impersonating a trustworthy third party. Phishing
attacks today typically employ generalized “lures.” For instance, a phisher misrepresenting
himself as a large banking corporation or popular on-line auction site will have a reasonable
yield, despite knowing little to nothing about the recipient. In a study by Gartner [11],
about 19% of all those surveyed reported having clicked on a link in a phishing email, and
3% admitted to giving up financial or personal information. However, no existing studies
provide us with a baseline success rate for individual phishing attacks. This was one of the
motivating factors for the research project described here.

It is worth noting that phishers are getting smarter. Following trends in other online crimes,
it is inevitable that future generations of phishing attacks will incorporate greater elements of
context to become more effective and thus more dangerous for society. For instance, suppose
a phisher were able to induce an interruption of service to a frequently used resource, e.g.,
to cause a victim’s password to be locked by generating excessive authentication failures.
The phisher could then notify the victim of a “security threat.” Such a message may be
welcome or expected by the victim, who would then be easily induced into disclosing personal
information.

In other forms of so-called context aware phishing [12], an attacker would gain the trust of
victims by obtaining information about their bidding history or shopping preferences (freely
available from eBay), their banking institutions (discoverable through their Web browser
history, made available via cascading style sheets [13]), or their mothers’ maiden names
(which can be inferred from data required by law to be public [8]). Avi Rubin, a Professor
of Computer Science at Johns Hopkins University, designed a class project for his graduate
course, Security and Privacy in Computing, to demonstrate how a database can be built
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