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Abstract—With the rapid development of E-commerce, security 

issues are arising from people's attention. The security of the 

transaction is the core and key issues of the development of 

E-commerce. This paper about the security issues of E-commerce 

activities put forward solution strategy from two aspects that are 

technology and system, so as to improve the environment for the 

development of E-commerce and promote the further 

development of E-commerce. 
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I. INTRODUCTION  

 

With the vigorous development of Internet technology, 

 

E-commerce came into being and prompt progress which based 

 

on network and multi-media technology. The E-Commerce 

 

(Electronic Commerce, EC) is through public network, such as 

 

Internet , Open Computer Network to conduct online 

 

transactions, which can fast and effective to implement a 

 

variety of business process. These process of business 

 

including each segment in the trade of goods and service, such 

 

as advertise, purchase of goods, products market, information 

 

consult, business meeting, financial service, payment of 

 

commodities and so on. As a result, E-commerce is an open 

 

trade on the Internet , the complicated information of business 

 

is save, transmission and processing in computer system, 

which have brought all kinds of security problems of 

 

e-commerce transaction. 

 

 

II. 

 

E-COMMERCE SECURITY ISSUE 

 

The core issue of E-commerce transaction is security 

 

issue, and mainly exist two aspects which are the security of 

system and the security of information 
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. The security 

 

problems in the system involve system have been hacked, 

 

system is damaged, system have been infected with some virus 

 

and so on, which can result in system interrupt or deny the 

 

service and undermine the effective of the system. Most of 

 

time is hard to prevent hackers attack the system .The security 

 

problems of information include eavesdropping, tampering 

 

with and loss information, denial and forgery information, 

 

which the most common is to steal information. 

 

A. Computer network problems 

 

 

The problems of security agreement. At present, the 
security agreement has not the global standards and 

 

norms, thus relatively restrict the activities of 

 

international business. In addition, there are great 

dangers in security management and difficulty to 

 

defend against hackers attack. 

 

 

Anti-virus problem. Computer viruses come out more 

 

than a decade, a variety of new virus rapidly increased. 
The emergence of the Internet provides the best media 

 

for the spread of the virus, so a lot of new viruses 

 

directly transmit in the network. There are many 

 

viruses with faster transmit speed on the web, which 
often caused tens billion dollars of economic losses
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. 

 

 

The security issues of information. The illegal users 
through improper way to block session data that 

 

acquire the effective information from legitimate user, 
which lead to some key data leakage of the legitimate 

 

users. Some illegal users  malicious tamper the 

 

network data that intercepted, such as increase, reduce 

 

or remove data, which cause the information lose the 

 

authenticity and integrity. So lead to legitimate users 
can’t deal to others. Some illegal users sent again data 
packets that intercepted from the web to malicious 

 

attack the other's hardware and software in the 

 

network. 

 

 

The security issues of servers. Business servers are the 

 

core of the E-commerce which installed a large 

 

number of business-related software and saved a lot of 

 

clients information. There are a number of sensitive 

 

data of corporation, such as price, cost, etc. So servers 

 

are particularly vulnerable to security threats. So far 
there are no effective measures to prevent the server 
from attacking 
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. There are some ways to attack the 

 

servers: the illegal user send a large number of invalid 
request to host computer to consume the available 

 

resource of server, thus cause servers can not continue 

 

to provide normal services to clients; using the leak of 

 

operating system, software, network services send a 

 

special data request through the web site, cause web 

 

application server collapse and cease services. 

 

B. The security issues of business transaction 

 

 

The problem of the identity uncertain. The trade 

 

process of E-commerce need the help of virtual 
network platform which does not require the two sides 

 

meeting, thereby the transaction has the threat that the 
two sides identity uncertain
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.The attacker through 

 

illegal ways can steal the legitimate user's identity, 
then use this legitimate identity transact with others in 

 

order to obtain illegal revenues. 

 

 

The problem of deny transaction. E-commerce 
transactions the same as traditional trade that with 

 

non-repudiation. Some users may malicious deny to 




































