
82  P. VARCHOL, D. LEVICKÝ, USING OF HAND GEOMETRY IN BIOMETRIC SECURITY SYSTEMS 

Using of Hand Geometry in Biometric Security Systems 

Peter VARCHOL, Dušan LEVICKÝ 

Dept. of Electronics and Multimedia Communications, Technical University of Košice,  

Park Komenského 13, 041 20 Košice, Slovak Republic 

 

Peter.Varchol@tuke.sk, Dusan.Levicky@tuke.sk   

 

Abstract.

 

 In this paper, biometric security system for 

 

access control based on hand geometry is presented. Bio-

metric technologies are becoming the foundation of an 

extensive array of highly secure identification and personal 

 

verification solutions. Experiments show that the physical 

dimensions of a human hand contain information that is 

capable to verify the identity of an indivi

 

dual. The data-

 

base created for our system consists of 408 hand images 

 

from 24 people of young ages and 

 

different sex. Different 

pattern recognition techniques have been tested to be used 

 

for verification. Achieved experimental results 

 

FAR=0,1812% and FRR=14,583% show the possibilities 

of using this system in environment with medium security 

level with full acceptan

 

ce from all users.  
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1. Introduction 

Associating an identity with an individual is called 

 

personal authentication. The person can be recognized by 

 

what he knows (e.g. password, PIN, or piece of personal 

 

information), by what he owns (e.g. card key, smart card, 

 

or token like a SecurID card) or by his human characteris-

 

tics (biometrics). Biometric methods of person authentica-

tion belong in modern approach

 

es in field of access secu-

 

rity. The main advantage of biometric is that human 

characteristics cannot be misp

 

laced or forgotten [1]. 

 

One of the most dangerous security threats is the im-

 

personation, in which somebody claims to be somebody 

 

else. The security services that counter this threat are iden-

 

tification and verification. Identification is the service 

 

where an identity is assigned to a specific individual, and 

 

verification (authentication) the service designed to verify 

 

a user's identity.  

Biometric methods can be generally divided into two 

 

categories: 

 

behavioral-based methods 

 

physiological-based methods. 

 

Behavioral-based methods perform the authentication 

task by recognizing people’s behavioral patterns, such as 

 

signatures keyboard typing or voice print. The main prob-

lem with behavioral methods is that they all have high 

 

variations, which are difficult to cope with. On the other 

 

hand, while behavioral characteristics can be difficult to 

measure because of influences 

 

such as stress, fatigue, or 

 

illness, they are usually more acceptable to users and 

 

generally cost less to implement.  

Physiological-based methods verify a person’s iden-

tity by means of his or her physiological characteristics 

 

such as fingerprint, iris pa

 

ttern, palm geometry, DNA, or 

 

facial features. In general, traits used in the physiological 

category are more stable than methods in the behavioral 

category because most physiological features are virtually 

 

nonalterable without severe damage to the individual [3].  

2. Hand Geometry 

All biometric techniques differ according to security 

 

level, user acceptance, cost, 

 

performance, etc. One of the 

physiological characteristics for recognition is hand 

 

geometry, which is based on the fact that each human hand 

 

is unique. Finger length, width, thickness, curvatures and 

relative location of these features distinguish every human 

 

being from any other person. Hand geometry is considered 

 

to achieve medium security, but with several advantages 

 

compared to other techniques: 

medium cost as it only needs a platform and medium 

 

resolution reader or camera, 

 

it uses low-computational cost algorithm, which leads 

 

to fast results, 

 

low template size (from 352 to 1209 bytes), which 

 

reduces the storage needs, 

very easy and attractive to users – leading to great 

 

user acceptance, 

 

subconscious connection with police, justice, and 

 

criminal records. 

 

The availability of low cost, high speed processors 

and solid state electronics made it possible to produce hand 

scanners at a cost that made

 

 them affordable in the com-

 

mercial access control market. Environmental factors such 

as dry weather or individual anomalies such as dry skin do 

not appear to have any negative effects on the verification 


