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Abstract – The global market for information security 

 

services nearly tripled in 2007, up from about $6.7 billion in 

 

2000, according to International Data Corporation. 
This trend that focuses on information security stresses the 

translation of strategic business objectives and models into an 

 

information systems architecture that combines data process, 

 

workflow, financial and simulation models. E-commerce 

 

security is a process, not an end result. Managers need to 

 

understand how advanced technology creates more robust, 

scalable and adaptable information systems for organizations 

 

dedicated to continuous improvement and innovation.  

The paper presents the key questions used for assessing the 

 

existing status and the operation mode, and proposes some 

alternative solutions and recommendations for organizations 

 

operating in the digital economy. 
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I.     INTRODUCTION 

 

Based on successful management of e-commerce best 

practices and solutions available at this time in the 

 

industry, our focus is on the fundamentals that require a 

 

very clear e-commerce security strategy in a dynamic 

 

competitive environment. This ensures that an 

organization’s e-commerce security efforts and overall 

 

business goals and objectives are aligned [9]. A clearly 

 

articulated and well-documented e-commerce security 

strategy can help organizations assess and evaluate the 

 

results of their efforts. The focus needs to shift from the 

 

needs-based assessment to the results-based assessment of 

 

e-commerce security [5]. 

 

II.     CURRENT ISSUES 

Previous research has demonstrated how someone 

who is able to capture less than an hour’s network traffic 

could determine a user’s private key. However, this is not 

the only potential problem with public key infrastructure 

 

(PKI) systems. Since any party may purchase PKI 

 

systems, a single party may purchase several units and 

send many encrypted messages back and forth to 

 

himself/herself. In this manner, such a party would have 

 

both the clear and ciphered text versions of the message. 

 

The missing third piece would be the encrypting key [8].  

 

However, in mathematics it is well established that if 

 

two elements of an equation are known, the third one can 

 

be solved. In this case, dense computational tools may be 

required to munch the sheer number of test results in 

 

order to determine how the keys are calculated, but the 

process is well founded and most likely known by most 

 

sophisticated governments and possibly others.  

Such a potential counter to a PKI system would put in 

jeopardy one of the most widely used tools for protecting 

 

information today. For this reason, governments closely 

control and guard devices used in their applications of 

 

public key type encrypted communications [7]. 

 

Nevertheless, because of the overhead involved in 

 

managing and operating a private key system (key 

 

management, key generation, secure key distribution, key 

 

destruction, key storage and so forth), most individuals 

and businesses deem themselves incapable of efficiently 

and cost effectively implementing a private key 

 

infrastructure. 

 

Other key issues with PKI systems are as follows: 

 Short Message Expansion

 

: some public key 

 

systems expand short messages. This provides a 

great deal of information to knowledgeable 

 

cryptanalysts. 

 Man in the Middle Attacks

 

: where A thinks he is 

 

negotiating a key with B, C stands in the middle 

and communicates with both A and B instead of 

 

A to B. 

 

 

Non-Prime Number Keys

 

: some PKI tools have 

 

been shown to not generate prime number keys, 

 

thereby leaving them open to factoring attacks. 

Limits on the strength of exportable encryption is 

necessitated by the dual requirements of governments to 

not only provide a means for their citizens’ 

 

communications to be protected, but also to be able to 

read communications of those who would thwart the law 

 

and/or violate national security. These mixed 




















