
HTTP RESPONSE SPLITTING 

Introduction to HTTP Response Splitting:   
This is a fairly new web application vulnerability. It can be used for 

the following purposes. 

 

Cross site scripting (XSS): This is a very common and old form of 

vulnerability where it allows the user execution of html or java script 

code which can then lead to the hijacking of the user's cookie or 

session. They even allow _javascript code execution and maybe used to 

exploit other vulnerabilities in browsers with more anonymity. 

 

Cross user defacement: This is a form of temporary defacement where the 

website, may looked defaced to a particular user. This is used in cases 

of information, id, or password theft. This enables an attacker to make 

the website look defaced to a particular single user, thus allowing the 

attacker to steal session data, cookies. It also allows the attacker to 

steal login information by forging a fake login screen for the website, 

thus allowing account compromise. 

 

Web cache poisoning: In this form a rather larger defacement takes 

place where a cache is poisoned which is used by multiple users, thus 

making them think the site has been defaced, or that the site they are 

seeing is the genuine site when its not. In this case the attacker uses 

a proxy server etc and calls the vulnerable page using it to fool the 

cache into cacheing the second server response over which the attacker 

as complete control thus making the website defaced for anyone who uses 

or shares that cache server or proxy server. Uses for such an attack 

would vary vastly, some being: Defacement as it causes everyone who 

uses that cache or proxy to see the website as defaced. The second 

being phishing, in which by showing a false page loaded by the attacker 

we can cause many users to give up private credit card numbers, user 

names, passwords and other confidential information.   

 

Hijacking pages: This allows user access to sensitive information, 

which might be confidential or not normally accessible to the user. 

With this the attacker can receive the servers’ response to the client 

allowing sensitive data from the server to the client to be stolen by 

the attacker. 

 

Browser cache poisoning: This is similar to XSS, the only difference 

being that the attacker forces the browser to cache the web page thus 

forming a long lasting defacement till the browser's cache has been 

cleared or cleaned. 

 

These kinds of attacks are generally carried out in web applications by 

injecting malicious or unexpected characters in user input which is 

then used for a ۳۰۲ Redirect, in the Location or Set-Cookie header. So 

in the case of web applications, a code generally such as "\r\n" is 

injected in one of its many encoded forms. Though this vulnerability is 

mainly present in web applications it is not limited to them and can be 

exploited with similar methods over different protocols, as long as 

user input is present in headers, and there is no validation for all 

illegal characters. This paper is going to focus on the usage of HTTP 

response splitting vulnerabilities in the case of web applications. 

This type of vulnerability being fairly new, I have found it to be 

present in many large corporate websites, some of which might surprise 

you, most of them still exist. Well back to the topic,   

 

This kind of attack is mainly possible due to the lack of validation of 

user input, for characters such as, CR and LF. 

CR = %۰d = \r 

LF = %۰a = \n 

 

 

 


