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Firewall Operation Modes(configuring) 

There are three modes supported by the firewall: Transparent, NAT (network address 

translation) and Route mode. The transparent mode operates as a layer ۲ switch and 

uses a MAC learning table to forward packets. Transparent mode is the default 

operation mode. Packets that originate from the trusted network are not changed as 

they pass through the firewall ports. The firewall is transparent to systems 

communicating throught it when acting as a layer ۲ switch. 

In NAT mode, the firewall routes at layer ۳ of the OSI model. All outgoing packets 

from the trusted network exiting the untrusted port are modified. The trusted host IP 

address is always mapped to the untrusted public IP address. The trusted IP addresses 

are thereby hidden by the firewall. In NAT mode, the source port is also modified 

using PAT or port address translation. The original source port is changed to a 

random source port generated by the firewall. 

In route mode, the NetScreen firewall directs traffic at layer ۳ and requires public IP 

addresses for the untrusted and trusted ports. Trusted network addresses are not 

changed by the firewall as the packets exit the untrusted interface . 

Using a Static Packet Filter as a Firewall(defence) 

A static packet filter is one of the simplest and least expensive forms of firewall . With 

static packet filtering, each packet trying to ingress to or egress from the host is 

checked against a set of user-defined rules. These rules are based on the following 

criteria: 

 Source IP address and port 

 Destination IP address and port 

 protocol 

As shown in Figure ۳, a static packet filter firewall works at the network layer  

(Layer ۳) of the OSI Model. 

The basic problem with this packet filtering approach is that the user requi res 

some sophistication to build and maintain this firewall . Simple packet filters 

such as IP Security Filters, do not keep track of the connections and do not 

automatically allow the reverse connections. For example, if you define a filter 

that allows HTTP traffic from the local subnet to a web server on the host, but 

you also wish to allow this machine to browse Web sites outside of the local  

subnet, care must be taken in building the rules to ensure that the source and 

destination ports are defined correctly for each instance. 

Furthermore, IP filtering operates at the network layer so it only understands the 

connections themselves and nothing about the applications using the network 

connections. The problem arises when an intruder uses a permitted well-known port 

to connect to another well-known port listening on the screened host. For example, 

consider the case of a packet filter that allows external connections from a source port 

of tcp/۸۰ to any destination port. Now by default the screened host is listening on the 

microsoft-ds port (tcp/٤٤٥). The vulnerability is that the packet filter cannot stop an 

intruder from connecting to tcp/٤٤٥ with a program that uses tcp/۸۰ as its source port. 

Users of nmap can do this by using the “-g <portnumber>” option to set the source 

port number used in scans. 

Similarly static packet filter implementations that allow DNS (٥۳) or FTP-DATA 

(۲۰) packets to come through and establish a connection are at risk, since an intruder 

can masquerade as FTP or DNS servers by modifying their source port. 
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